Chapter 5

· ACPI (Advanced configuration & power interface) allows for hot swapping of pc cards and IDE devices.  Better version of power management than APM

· Stickeykeys allows you to hit one key at a time in a multi-key sequence
· Filterkeys ignores brief repeated keystrokes

· Tgglekeys makes a noise when caps lock or the others has been activated

· Mousekeys allows you to control the moust with the arrows

Chapter 6

· A print device is the machine that does the printing

· Printer: software interface through which a computer communicates w/ a print device. (LPT, COM, USB, etc…)

· Print Server: manages one or more printers on a network

· Printer driver: one file or a set of files containing information that is required to convert print commands into a specific printer language

· Windows Servers, Novell Netware or UNIX/Linux systems can be used to managed print serving

· Can use the “Net use lptx: \\server\printer” command where x is the port for the printer

· Unix systems use the line Printer Daemon (LPD) service to share printers… The Line Printer Remote (LPR) service is the client portion

· IPP (Internet Printing Protocol): transmits print commands to IPP enabled web servers

· Relies on IIS (Internet Information Services)

· IIS creates the /printers virtual folder to manage IPP features

· Xp pro allows only 10 concurrent connections for printing

· Does not support mac or netware clients but does support UNIX

· Additional drivers are under the shared tab in printer properties

· Printer pools:  two or more printers connected to one print server

· Printers must use same print driver

· Select multiple ports for the printer and check the enable printer pooling box

· To do printing priority go to advanced tab and adjust it

· Two printers pointing to one print device

· Advanced tab also has scheduling/print times

· Device settings allows the assigning of forms to trays

· Seperator pages are in the advanced tab

· Sysprint.sep prints a page before each document

· Pcl.sep switches the print mode to pcl for hp series devices

· Pscript.sep switches the print mode to postscript for hp

· Sysprtj.sep sysprint w/ jap chars
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· MFT – Master File Table is a metadata repository containing pointers to the actual storage sites of data on the physical disk.  When the MFT zone becomes full the MFT becomes fragmented and causes a severe loss of performance

· NTFS has Transaction Logging which allows it reverse unfinished transactions when recovering from a crash
· NTFS permissions are comprised of:

· ACL – Access Control Lists – comprised of:


· System Access Control Lists (SACLs): defined by the OS and are controlled administratively, either by policies or by system administrators.  They control auditing of access to objects.
· Discretionary Access Control Lists (DACSs):  These are the list of users or groups that have been granted access to an object.

· ACE – Access Control Entries:  ACLs consist of one or more ACEs.  ACEs consist of a user or group SID paired w/ permissions assigned to this SID

· Allow ACE (RWM)

· Deny

· System Audit

· Users and Groups:

· Creator Owner
· Interactive

· Network

· Everyone

· Authenticated Users

· NTFS Permissions

· Folders

· Read

· Write

· List Folder Contents

· Read & Execute

· Modify

· Full Control

· File

· Read

· Write

· Read and Execute

· Modify

· Full Control

· Special Permissions

· Full Control

· Traverse Folder/Execute File

· List folder/read data

· Read attributes

· Read extended attributes

· Create files/write data

· Create folders/append data

· Write attributes

· Write extended attributes

· Delete subfolders and files

· Delete

· Read permissions

· Change permissions

· Take ownership

· Permissions are inherited by default.  To not inherit permissions go to the advanced security settings

· The only way to maintain NTFS permissions is to move an object within a volume.  This allows the ACLs to be copied as well.  

· Xcopy.exe with the /o or /x switch will copy permissions to the new location

· CACLS.exe is the command line for editing permissions… use the /e tag to edit current permissions and not wipe out older permissions
· To view an objects effective permissions click on advanced in the permissions properties then click on the ‘effective permissions’ tab.
· NTFS file permissions take priority over NTFS folder permissions.  

· Auditing NTFS Object Access:

· Go to advanced, then Auditing tab, then add success/fail/etc… of actions like read, create, etc… events to be written to the security log
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· On XP Pro, admins and power users can share folders
· On Server, domain admins and server operators can share folders on any machine

· Administrative Shared Folders
· C$,D$,E$, etc

· Admin$:  The system root folder.  Admins have access to this

· IPC$:  Hidden share so that processes can talk w/ one another

· Print$:  System32\Spool\Drivers folder.  Admin & Power Users can control, everyone has read permission

· NET SHARE shareneme=drive:path [/users:number | /unlimited]  /delete

· To have multiple share names click on the New Share button under the sharings tab

· NET USE Z: \\SERVER\FOLDER
